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Information Centric Sensor Network Management Via Community Structure
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Abstract—Self-organizing dense sensor networks are expected
to resolve the challenges of spectral efficiency, energy efficiency,
and device management. This paper explores the use of informa-
tion dependence among sensors to form a community structure of
sensor data, and uses this structure to develop an information—
centric processing methodology to achieve self-organizing dense
sensor networks. Moreover, a data aggregator adopts ¢, regular-
ization to easily enhance energy efficiency with uncertain sensor
availability. Combining this community structure and these data
recovery algorithms, a novel self-organizing device management
scheme is proposed to mitigate the sensor maintenance costs. This
approach is justified through simulations and analysis, and is
envisioned to have future application in the Internet of Things.

Index Terms—Information-centric processing, energy effi-
ciency, WSNs, LASSO, community structure, self-organization,
device management, IoT, social network analysis.

I. INTRODUCTION

ENSOR network management, addressing issues such as

spectral and energy efficiency and device management, is
essential in dense wireless sensor networks (WSNs) and the
Internet of Things (1oT) [1]. Such networks usually consist of
large numbers of spatially scattered sensors that organize them-
selves into hierarchical network structures, while each battery-
operated or energy harvesting sensor has limited computing
power to support transmissions of measurements to/from a
Data Aggregator (DA). Because of highly limited spectral and
energy resources, it is critical to exploit the tradeoff between
transmissions and accuracy of measurements.

In practice, spatial signals exhibit statistical dependence, and
they are captured by sensors in the form of correlated data,
which provides significant opportunities for data processing
and sensor management. Statistical decision theory indicates
that, given statistical properties of states, variables can often be
estimated by the realizations (data) of other dependent variables
with vanishing errors. Therefore, if a portion of data can be
accurately reconstructed from other highly correlated data at
the DA, their transmissions are redundant, and thus can be
reduced to achieve spectral efficiency, while the data accuracy is
maintained by data recovery algorithms. Furthermore, missing
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data from transmissions or sensor failures can be properly
reconstructed without re-transmissions or human intervention.

A realization of the above idea relies on the discovery of
community in networks [2], in which all sensors can be grouped
into communities such that desired information can be inferred
with relatively small and tolerable error by using only a portion
of the sensor data in the same group. We might determine
communities in the fashion of (almost) isolated clusters to
simplify the access of such information, but this approach is
not desirable in dense WSNs because of the high complexity of
clustering algorithms. Even worse, the inference of data often
requires full access to statistical parameters, and thus leads to
heavy loads of data accumulation and computation in large
scale systems. To address these challenges, an approximation
algorithm based on the Least Absolute Shrinkage and Selection
Operator (LASSO) principle provides a fast algorithm to deter-
mine community members associated with each sensor, instead
of finding the exact isolated cluster structure.

In this paper, given the community structure of sensor data,
an algorithm to identify an energy-efficient transmission pat-
tern is proposed to save resources by reducing the number
of necessary transmissions. Furthermore, we develop an al-
gorithm for device management to maintain the time-varying
WSN operation given unknown malfunctioning sensors. Our
proposed algorithms are justified via numerical experiments
that demonstrate simultaneous achievements in measurement
accuracy and energy savings. Also, a theoretical framework for
further analysis of device management is provided.

There have been various sensor management schemes pro-
posed in the literature, including those addressing the lifetime
and organization of WSNs [3], [4], protocols [5], and cluster-
based efficient transmission schemes [6]. This letter presents
the first effort to enable sensor management by leveraging
community structures, with a theoretical framework for optimal
operations. This approach exploits the tradeoff between the
accuracy of measurements and costs of maintenance, which is
critical for future development and management of WSNs and
the IoT.

II. PROBLEM FORMULATION

We consider a system of p distributed sensors that takes
measurements from a physical field as illustrated in Fig. 1.
These sensors are represented by a point set V = {1,...,p},
and their measurements are characterized by a p-variate X =
[X1,... ,Xp]—r € RP with a non-singular p X p covariance ma-
trix 3. A data aggregator can collect the sensors’ measure-
ments, and coordinate sensor operations. Inspired by social
network analysis [7], we introduce an information-centric prin-
ciple that forms a network of data via the dependence of these
measurements.
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Fig. 1. Ideally, we can group sensors into almost disjoint clusters to simplify
algorithms for efficient transmission and device management. In practice, this
situation does not always arise, and optimal algorithms to solve such problems
are NP-hard. Instead, we choose the most dependent nodes of a given sensor to
form its community and control the size of the community and accuracy of data
recovery by £1 optimization. A fraction of the sensors’ measurement can thus
be eliminated to save transmission energy.

Given limited resources for transmissions, the DA shall
determine an appropriate transmission pattern for sensors to
obtain knowledge of the physical field as accurately as possible
and to save spectrum and energy. From the information-centric
viewpoint, a straightforward idea is that the DA can suppress
some sensors whose data can be recovered with vanishing error
by a fraction of other sensors’ data. This operation requires the
discovery of the community of an arbitrary sensor, which is
defined as follows.

Definition 1 (Community): The community of node 7 € V,
denoted by D, is a subset of V' \ {i}. A node j is in D; if its
data can be used in the reconstruction of the data of node 7, i.e.,
;. The size of D; is its cardinality, |D;|

Furthermore, we can impose certain constraints such that the
loss of accuracy in the recovery of x; using the data collected
from D;, i.e., {x;};cp,, is minimized. With this definition of
community, one can easily see that an efficient transmission
scheme can be realized by the knowledge of the entire commu-
nity structure of the network. For simplicity, we use the notation
x4 to denote the vector composed of {x;};c4. We formulate
community discovery in the following problem.

Problem 1 (Community Discovery): Given a data point
xi,i € V to be recovered, determine a regression f and a
community of node ¢, D;, such that the expected value of the
loss function, g(z; f) = Loss(z;, f(«p,)), is minimized while
the size of D; is kept as small as possible.

Theoretically, constructing a large community for data re-
covery to achieve high accuracy is possible, but not practical,
because including too many nodes in one community can result
in the problem of overfitting, and it also introduces a heavy
computational load.

Once the community structure of WSNs is discovered, the
DA can determine a transmission pattern by suppressing a
fraction of sensors for which data can be recovered by its
community with little cost in the accuracy of measurements, in
order to save transmissions and thus energy. The determination
of such a transmission pattern can be stated as the following
procedure:

Problem 2 (Efficient Transmission): Given an error tolerance
level €, and the community structure, {D;};cy, discovered,
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determine a subset C C V such that the data collected by nodes
in C, x¢, can be recovered by data in U;c¢D; with error less
than e.

Furthermore, the community structure can be used for device
management. Consider that, because of the extremely large
scale of WSNSs, even with a small probability of sensor failure,
there will be frequent malfunctions, thus making the timely
replacement of broken sensors expensive in terms of mainte-
nance cost. In addition, such maintenance is not practical if the
locations of failed sensors are not tracked precisely. However,
the discovery of community structure serves the purpose of
device management because the network can maintain a time-
varying WSN in a self-organizing way. Given an error level
specified by the service provider, when any sensor breaks, the
DA can update the community structure immediately, and then
recover the missing data caused by malfunctions if necessary.
In the meantime, the service provider can track the accuracy of
measurements by the real-time error level as a metric for device
management, and thus determine an appropriate strategy for
operations, such as the timing of maintenance, or replacements
of sensors.

Problem 3 (Device Management): Given a current error
level €, community structure {D;};cy, and a malfunctioning
sensor 7 € V), determine a procedure to recover the data of i,
x;, and update the error level and the community structure.

In summary, we shall construct an efficient algorithm to
discover the community structure based on the accuracy of data
recovery, and then use it to select a proper subset of data to
transmit, in order to save spectrum and energy.

III. MAIN RESULTS
A. Community Discovery

In Problem 1, assume that the loss function g is mean square
error (MSE) and the regression f is constrained to be linear. For
anodei € V, we want to select a subset of nodes, D; C V \ {i},
such that there is a decision u € RI/P| minimizing

E[g(X, w)] = E [ (X; —uXp,)’] M

where X 4 is the random vector composed of { X; };c 4. Given n
samples of historical data X = [x1X2 - - - x;,| € R™*P, a heuris-
tic solution is to find a decision u; over all data other than x;,

ie, X[y 2 [x;]jev,j=i. and to keep the number of zero entries
of u as large as possible. That is, we want to select a sparse
decision u; such that the mean square error and the ¢; norm
of u; are minimized simultaneously. This is luckily a typical
LASSO problem and can be easily solved by introducing a
LASSO parameter 7:

minimize |7|ju;|1 + % HXH]Ui — xin . 2)

The nodes corresponding to non-zero entries of u; are col-
lected together to form the D;. The parameter 7 controls the
expected MSE of prediction and the sparsity of u;; i.e., the
size of the community. With proper setting of 7, we can form
a small community of node i, from which data reconstructs
x; with expected error less than the pre-defined error level.
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Furthermore, we can find the community of ¢ for an arbitrary
subset C C V' \ {i} in the same fashion if necessary.

B. Efficient Transmission

It is of interest to use the community structure, {D; };cy, to
determine a transmission pattern to save spectrum and energy.
A simple way to do this is for the DA to select a subset of nodes,
C C V, in which sensors can switch into sleep mode with their
data being reconstructed from other data at the DA. Given a
tolerance of error level €, we aim to save as many transmissions
as possible. This leads to finding an algorithm that optimizes
the following objective:

maximize |C|
subject to {U;ecD5} CC% CCV 3)

where {Df},cy is the community discovered with error bound
€, and C° is the complement of C. Generally, the complexity of
finding an optimal solution to (3) is O(2P), which is impractical
when p is large. Furthermore, to the best of our knowledge,
there is no efficient algorithm to solve this problem with low
complexity. To mitigate the computational issue, we propose
that, given 7 to be the set of sensors that must transmit, a
node ¢ is added to C if the size of T increased by adding
¢ to C is minimal. It is guaranteed that we can reconstruct
as much data as possible with minimum marginal increase in
transmissions. This algorithm is of complexity O(p? log p), and
stated as Algorithm 1.

Algorithm 1 Efficient Transmission

1: Input: X, € Initial Sets: C < &, T + &

2: Find {D; },;¢y by LASSO with proper LASSO parameter.

3:whileCUT # YV do

4:  Check V \ {C U T}. > If Df involves any member in C,
i should also be included in 7

5: Findthei € V\ {C U T} that has minimum |Dj \ 7|

6: C+CU{i}, T+ TUD;

C. Device Management

We have shown that, once the community structure {D; };cy
has been discovered, it is easy to reconstruct any missing
data of malfunctioning sensors with little loss in the accuracy
of measurements. In addition, thanks to the fast and easy
algorithm for community discovery, the WSN can update the
community structure dynamically, and calculate the error level
anytime. Therefore, the service provider need not conduct any
maintenance until the sensor measurements cannot meet the
requirement for accuracy. This procedure enables the WSN
to run device management in a self-organizing fashion such
that most errors can be fixed automatically, while the best
timing of human intervention can be determined by further self-
organizing optimization. In particular, given a pre-defined error
level ¢, if sensor 7 € V is broken, then given its community D;,
and the set of current effective sensors, 7 C V, we conduct the
procedure for device management in Algorithm 2.
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Fig. 2. This figure demonstrates the saving of transmissions by Algorithm 1
(blue solid lines). It is also compared with the Nearest Neighbor method (red
dashed lines).

Algorithm 2 Device Management

: Input: Broken sensor i, D§, and T

: if we can use 7 to recover z; then > Check it Df C T
Recover x; using data from Dj (using uiT:cDi)

: else

Restructure D§ by LASSO with candidates in 7\ {7}
Recover x; using the updated Dj

: Calculate the MSE of z;.

: DA reports the new error level to the service provider.

There are two advantages of this proposed self-organizing
management scheme. First, the DA uses the community struc-
ture of WSNs such that they can mitigate the loss of data
without creating too much of a burden on computing, and the
restructuring of communities can extend the life of WSNs. Sec-
ondly, the DA reports the error level to the service provider in
terms of MSE, which is a critical measurement of performance,
and can be used directly in future planning of device manage-
ment. The proposed approach not only provides a framework
for quantitative analysis of device management other than most
intuitive approaches, but also can be extended to many impor-
tant applications, such as change point detection in a dynamic
environment. To the best of our knowledge, there is no other
satisfactory framework addressing the device management of
WSNss in such a systematic way and providing a framework for
quantitative optimization.

IV. SIMULATION AND CONCLUSION

We simulate a WSN distributed in a unit square area ac-
cording to a Poisson point process with density A. The data X
are generated according to N (0, X) with p;; 2 exp(—d;;/0),
where d;; is the distance between node ¢ and j, and 0 is a
randomly selected parameter in [1, 10]. Fig. 2 shows that,
with a 10% increase in MSE, we can save 10% to 20% of
transmissions depending on the density of WSNs. This is a
significant saving in spectrum and energy. Please further note
a critical point at which the MSE increases rapidly around
12% with only 70% of total transmissions. This point provides
a reference for a tolerable error for device management. In
Fig. 3, we show that WSNs with high density are not supe-
rior against the malfunctioning sensors under our approach,
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Fig. 3. The fraction of malfunctioning sensors for different densities of

‘WSNs, constrained at different error tolerance levels. It can be seen that, the
denser the network is the smaller fraction we can lose against error. Our method
(blue solid line) is compared with Nearest Neighbor method (red dashed line).

because they often include too many nodes in one community,
making data recovery less efficient. Obviously there is a trade-
off between the density of WSNs and their robustness in device
management.

We adopt the Nearest Neighbor method for comparison with
our proposed methodology. In Nearest Neighbor, each node
selects k nodes closest to itself, i.e., the ones with & highest
correlation coefficients, as its community, with & varying to
meet the error constraint. The simulation shows that the Nearest
Neighbor method often yields a larger community than the
community selected by our proposed method (LASSO) because
it does not optimize the community size, and thus results in
worse performance.

A. Necessary Condition for Community

Here we take a closer look at the condition defining com-
munity. Given u* to be a solution to (2), u* must obey the
following conditions [8]:

\xgi (Xu" —x;)| = 71,3 ng (Xu" — %)l < 7.

By the law of large numbers, an asymptotic version of this
condition is that, u; = 0 if |o;; — > 1 _, ojrux| < 7. That is,
node j is excluded from ¢’s community if the estimator of o, is
close enough with the absence of data x;, implying either that ¢
and j are almost independent, or that j can be replaced by other
highly correlated nodes.

Consider a degenerate case: Suppose i’s location is fixed,
and all other sensors are separated enough such that they are
mutually independent. A necessary condition for the solution of
LASSO provides a bound on o;; that depends on the LASSO
parameter, and thus we can determine a region with radius
r; based on the correlation model such that the nodes with
distances to ¢ greater than r; are excluded from D;.

B. Probability of Community Overlap

The performance of efficient transmission depends on two
key factors: the WSN density and the fraction of community
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overlap. A huge community is often discovered in a WSN with
high density, which is not favored in efficient data recovery.
Furthermore, the more sensors that are responsible for multiple
nodes in data recovery, the more transmissions we can save.
We can derive an upper bound on the probability of commu-
nity overlap from a necessary condition for forming a commu-
nity. Assume there is a realization of the network distributed
according to a homogeneous spatial point process. Given an
area with volume a, let the number of points n of a process
falling within this area be distributed according p(n, a). Con-
sider two arbitrary nodes ¢ and j in the network and a necessary
condition for community, d(7, ) < r¢. The condition that they
can both use another node k as their community simultaneously
is equivalent to the condition that k£ belongs to both i’s and j’s
communities while 7 and j are not in each other’s communities.
The probability of such an event is upper bounded by the
probability that there are at least two nodes within £’s area of
radius 77, and these two nodes are sufficiently far apart. That is

P(overlapping) < Z p (n,m")%) (1 -P(D < rf)(g)) .4

n=2

This probability provides a baseline for further analytical work
on the performance of sensor management, but is not the focus
of this letter.

C. Conclusion

In this letter, we have discussed two common problems
encountered in dense wireless sensor network management:
spectrum and energy efficient transmission and device man-
agement. We have proposed an approach to sensor manage-
ment using community structure, with a consequent framework
for reliable and efficient algorithms. Future directions of this
research include use of this framework to develop fast and
efficient parameter estimates in large scale WSNs, and the
detection of change points of statistical properties of WSNs.
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